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SYSTEMS AND METHODS OF
GEO-LOCATION BASED COMMUNITY OF
INTEREST

COPYRIGHT NOTICE

[0001] A portion of the disclosure of this patent document
contains material which is subject to copyright protection.
The copyright owner has no objection to the facsimile repro-
duction by any one of the patent document or the patent
disclosure, as it appears in the Patent and Trademark Office
patent file or records, but otherwise reserves all copyright
rights whatsoever.

TECHNICAL FIELD

[0002] The present invention relates generally to geo-loca-
tion based communities of interest.

BACKGROUND

[0003] The Internet of Things (IoT, also Cloud of Things or
CoT) refers to the interconnection of uniquely identifiable
embedded computing-like devices within the existing Inter-
net infrastructure. Typically, IoT is expected to offer
advanced connectivity of devices, systems, and services that
goes beyond machine-to-machine communications (M2M)
and covers a variety of protocols, domains, and applications.
The interconnection of these embedded devices (including
smart objects), is expected to usher in automation in nearly all
fields, while also enabling advanced applications like a Smart
Grid. These connected devices could be within a home (e.g.
thermostat or garage door opener), a workplace (e.g. building
thermostat or lights), or within a factory (gas sensors or
machines).

[0004] According to Gartner, there will be nearly 26 billion
devices onthe IoT by 2020. ABI Research estimates that more
than 30 billion devices will be wirelessly connected to the [oT
by 2020. There are cases in which the information (data
packets) sourced from electronic internet connected devices
are consumed within a zone and/or a geographical area. The
zone could be inside a building, a campus and/or a geographi-
cal area. In most cases, information provided by electronic
internet connected devices needs to be consumed within a
zone of interest. The security of the devices becomes a major
issue when information provided with these devices could be
harvested for malicious activities outside of the zone of inter-
est. For example, a thermostat or metering devices connected
to the internet may provide information to outsiders about
when the households are home or away.

[0005] In order to solve this problem, it is advantageous to
provide a secure network architecture to accommodate inter-
net connected devices.

SUMMARY

[0006] It would thus be highly desirable to provide a geo-
location based community of interest (COI) system and
method. The embodiments described herein add the capabil-
ity to configure Network Connect Devices (NCD) (e.g., rout-
ers, network hubs, or smart devices acting as a network) to
identify the location of the source and destination IP
addresses. The NCDs would then drop any packets that are
destined to an IP address outside of its predefined radius. The
consumer of this product would select the local IPs of the
devices that this geo-location based COI feature applies to.
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[0007] The NCD may be configured with the set of IP
addresses that apply this feature. The location of the config-
ured NCD may then be calculated. For any sent/received
packets, the geo-location position of the remote IP-address on
the wide area network (WAN) may be determined. The dis-
tance between two points on the earth given their latitudes and
longitudes of the devices may be determined. If the distance
is greater than the predefined range, the data packets may be
denied. If the distance falls within the pre-determined range,
the data packets are allowed to reach their destination.

[0008] In some implementations, a system and/or method
implemented on a computer may comprise defining, at a host
server, a geo-location of a source device internet protocol (IP)
address: receiving, at the host server from the source device
IP address, a request to send information to a destination
device IP address: determining, by the host server, a location
of the destination device IP address; when the location of the
destination device IP address is within the geo-location of the
source device IP address, transmitting, by the host server, the
information to the destination device IP address; and when
the location of the destination device IP address is outside the
defined geo-location of the source device IP address, execut-
ing, by the host server, an analysis of the destination device IP
address.

[0009] Inotherimplementations, the system and/or method
implemented on a computer may comprise receiving, by a
router, selection on a user interface of a first device, the first
device containing a unique internet protocol (IP) address;
receiving, by the router, selection on the user interface of a
type of first geo-location associated with the first device;
receiving, by the router, selection on the user interface of the
range of the geo-location associated with the first device:
associating, by the router, the first device with the geo-loca-
tion and the range of the geo-location; and permitting, by the
router, access to the first device from an outside device within
the first geo-location and the first range of the geo-location.

[0010] In yet other implementations, the system and/or
method implemented on a computer may comprise storing,
by a host server, a plurality of internet protocol (IP) addresses
in a host database; receiving, by the host server, a request to
send packets of information to a destination device [P address
outside a geo-location surrounding a source device IP
address; comparing, by the host server, the destination device
IP address with the plurality of IP addresses; when the desti-
nation device IP address matches one of the plurality of IP
addresses stored in the host database, sending, by the host
server, the destination device IP address to the router to permit
the router to send the destination device IP address the pack-
ets of information; and when the destination device IP address
does not match one of the plurality of IP addresses stored in
the host database, blocking, by the host server, the destination
device IP address from the router.

[0011] Additional features and advantages of an embodi-
ment will be set forth in the description which follows, and in
part will be apparent from the description. The objectives and
other advantages of the invention will be realized and attained
by the structure particularly pointed out in the exemplary
embodiments in the written description and claims hereof as
well as the appended drawings. It is to be understood that both
the foregoing general description and the following detailed
description are exemplary and explanatory and are intended
to provide further explanation of the invention as claimed.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0012] The accompanying drawings constitute a part of this
specification and illustrate an embodiment of the invention
and together with the specification, explain the invention.
[0013] FIG.1 illustrates a diagram of a system architecture
for implementing a geo-location based community of inter-
est, according to an exemplary embodiment.

[0014] FIG. 2 illustrates a flow chart showing steps for a
method for implementing a geo-location based community of
interest, according to an exemplary embodiment.

[0015] FIG. 3 illustrates a flow chart showing steps for a
method for implementing a geo-location based community of
interest, according to an exemplary embodiment.

[0016] FIG. 4 illustrates a flow chart showing steps for a
method for implementing a geo-location based community of
interest, according to an exemplary embodiment.

[0017] FIG.5 illustrates a diagram of a system architecture
for implementing a geo-location based community of inter-
est, according to an exemplary embodiment.

[0018] FIG. 6 illustrates a diagram of a system architecture
for implementing a geo-location based community of inter-
est, according to an exemplary embodiment.

[0019] FIG.7 illustrates a diagram of a system architecture
for implementing a geo-location based community of inter-
est, according to an exemplary embodiment.

[0020] FIG. 8 illustrates a user interface for implementing a
geo-location based community of interest, according to an
exemplary embodiment.

DETAILED DESCRIPTION

[0021] Reference will now be made in detail to the pre-
ferred embodiments, examples of which are illustrated in the
accompanying drawings. The embodiments described herein
are intended to be exemplary. One skilled in the art recognizes
that numerous alternative components and embodiments may
be substituted for the particular examples described herein
and still fall within the scope of the invention.

[0022] FIG. 1 illustrates a diagram of a system 100 archi-
tecture for implementing a geo-location based community of
interest, according to an exemplary embodiment. The system
100 may comprise a user computing platform(s) 132 commu-
nicating with a server(s) 116, 120 through a network 136. The
server(s) 116, 120 may further communicate with external
resource(s) 134. The server(s) 116, 120 may be any comput-
ing device communicatively coupled over a network 136 to
one or more computing devices, such as user computing
platform(s) 132 and external resource(s) 134.

[0023] The server(s) 116, 120 may comprise electronic
storage 118, 130, one or more processor(s) 104, 122, and/or
any other components. The server(s) 116, 120 may include
communication lines, or ports to enable the exchange of infor-
mation with a network 136 and/or other user computing plat-
form(s) 132 and/or external resource(s) 134. The processor(s)
104, 122 may be configured to execute computer program
modules. The processor(s) 104, 122 may be configured to
execute the computer program modules via one or more of
hardware, software, and/or firmware. Although system 100
may be described in certain sections herein as including serv-
er(s) 116,120, this is not intended to be limiting. For example,
server(s) 116, 120 may be implemented by a cloud of com-
puting platforms operating together as server(s) 116, 120.
[0024] Processor(s) 104, 122 is configured to provide infor-
mation processing capabilities in server(s) 116, 120. As such,
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processor(s) 104, 122 may include one or more of a digital
processor, an analog processor, a digital circuit designed to
process information, an analog circuit designed to process
information, a state machine, and/or other mechanisms for
electronically processing information. Although processor(s)
104, 122 is shown in FIG. 1 as a single entity, this is for
illustrative purposes only. Processor(s) 104, 122 may include
aplurality of processing units. These processing units may be
physically located within the same device, or processor(s)
104, 122 may represent processing functionality of a plurality
of devices operating in coordination. The processor(s) 104,
122 may be configured to execute: a geo-location module
106, an access module 112, a deny module 114, a request
module 124, an analytics module 108, a decision module 110,
and/or other modules. Processor(s) 104, 122 may be config-
ured to execute any modules by software, hardware, firm-
ware, some combination of software, hardware, and/or firm-
ware, and/or other mechanisms for configuring processing
capabilities on processor(s) 104, 122.

[0025] The server(s) 116, 120 and/or processor(s) 104, 122
may be separate and distinct from system 100, and may be
provided by an entity that is separate from, for example, the
entity providing system server(s) 116, 120. The server(s) 116,
120 and/or processor(s) 104, 122 may be configured to
execute one or more computer program modules. The com-
puter program modules may include one or more of a geo-
location module 106, an access module 112, a deny module
114, a request module 124, an analytics module 108, a deci-
sion module 110, and/or other modules.

[0026] A geo-location module 106 when executed on a host
processor(s) 104, may be configured to: define a geo-location.
The host server may define a geo-location surrounding a
source device internet protocol (IP) address. The source
device may be a plurality of devices and/or a single device
associated with the IP address. The plurality of devices may
comprise: a computer, a smartphone, a tablet, a web-cam, a
printer, a home appliance, a television, and/or a thermostat. In
some implementations, the defined geo-location is a bound-
ary within a city limit. In other implementations, the defined
geo-location is a pre-selected radius surrounding the source
device IP address. In yet other implementations, the defined
geo-location is a boundary within a zip code.

[0027] The user interface on the user computing platform
(s) 132 which is connected to a router, may receive selection
of'a first device which contains a unique IP address. The user
interface may receive selection of a first device, second
device, and/or a plurality of devices. The user interface on the
user computing platform(s) 132 which is connected to a
router may receive selection of a type of first geo-location
associated with the first device, a type of second geo-location
associated with a second device and/or a particular geo-loca-
tion associated with a plurality of devices. The geo-location
type may be a boundary within a city limit.

[0028] Inother implementations, the geo-location type is a
radius surrounding the first device IP address. The first device
may be a plurality of devices associated with the IP address.
In yet other implementations, the geo-location type is a
boundary within a zip code. The first device may comprise at
least one of: a computer, a smartphone, a tablet, a web-cam, a
printer, a home appliance, a television, and/or a thermostat. In
other implementations, the second device comprises at least
one of: a computer, a smartphone, a tablet, a web-cam, a
printer, a home appliance, a television, and a thermostat.
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[0029] The user interface on the user computing platform
(s) 132 which is connected to a router may receive selection of
the range of the geo-location associated with the first device,
second device, and/or a plurality of devices. The router may
associate the first device, second device, and/or a plurality of
devices with the geo-location and the range of the geo-loca-
tion.

[0030] Thehost server may store a plurality of IP addresses
in a host database. The plurality of IP addresses in the host
database may be stored by user input and/or are automatically
stored electronically. The host database may be stored in
electronic storage 118 and/or any other storage.

[0031] A request module 124 when executed on a client
processor(s) 122, may be configured to: receive the source IP
address. The host server may receive from the source device
IP address, a request to send information to a destination
device IP address. The host server may receive a request to
resolve a destination device I[P address outside a geo-location
surrounding a source device IP address. In some implemen-
tations, the geo-location is a boundary within a city limit. In
other implementations, the geo-location is a radius surround-
ing the source device IP address. The source device may be a
plurality of devices comprising a first device and a second
device, the first device and the second device being different
device types. The device types may comprise at least one of:
a computer, a smartphone, a tablet, a web-cam, a printer, a
home appliance, a television, and/or a thermostat. In yet other
implementations, the geo-location is a boundary within a zip
code.

[0032] An analytics module 108, when executed on a host
processor(s) 104, may be configured to: determine the loca-
tion of the destination device IP address. The host server may
determine the location of the destination device IP address.
The host server may compare the destination device IP with
the plurality of IP addresses and make a determination
whether to permit or deny access to information based on
predefined rules based on the geo-location.

[0033] A decision module 110, when executed on a client
processor(s) 122, may be configured to: determine whether to
permit access and/or deny access to the destination device by
making a determination and executing an access module 112
and/or a deny module 114. When the location of the destina-
tion device IP address is within the geo-location surrounding
the source device IP address, the host server may permit the
request to send information through executing the access
module 112. In other implementations, the router may permit
access to the first device, second device, and/or a plurality of
devices from an outside device within the first, second, and/or
pre-defined geo-location and the first, second, and/or pre-
defined range of the geo-location. The host server may send
the destination device IP address to the router to permit the
router to send the destination device IP address packets of
information when the destination device IP address matches
one of the plurality of IP addresses stored in the host database.
[0034] When the location of the destination device IP
address is outside the pre-defined geo-location surrounding
the source device IP address, a second action and/or analysis
may be executed. The second action and/or analysis may deny
the request to send information, and the host server may deny
the request to send information through executing the deny
module 114. The host server may block the destination device
IP address from the router when the destination device IP
address does not match one of the plurality of IP addresses
stored in the host database. In some implementations, block-
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ing does not permit the router to send the destination device IP
address packets of information to the source device.

[0035] The second action and/or analysis may determine if
the destination device is a preselected device. When the des-
tination device is a preselected device, sending a request to a
host server. The request may be to resolve a destination IP
address outside a pre-defined geo-location surrounding a
source device IP address.

[0036] Althoughmodules 106,108,110,112,114, and 124,
are illustrated in FIG. 1 as being co-located within a single
processing unit, in implementations in which processor(s)
104, 122 includes multiple processing units, one or more of
modules 106, 108,110,112, 114, and 124, and/or other mod-
ules may be located remotely from the other modules. The
description of the functionality provided by the different
described above is for illustrative purposes, and is not
intended to be limiting, as any of modules 106,108,110, 112,
114, and 124, and/or other modules may provide more or less
functionality than is described. For example, one or more
modules 106, 108,110,112, 114, and 124, and/or other mod-
ules may be eliminated, and some or all of its functionality
may be provided by other ones 0f106, 108,110,112, 114, and
124, and/or other modules. As another example, processor(s)
104, 122 may be configured to execute one or more additional
modules that may perform some or all of the functionality
attributed below to one of 106, 108, 110, 112, 114, and 124,
and/or other modules.

[0037] Electronic storage 118, 130 may comprise elec-
tronic storage media that electronically stores information.
The electronic storage media of electronic storage 118, 130
may include one or both of system storage that is provided
integrally (i.e., substantially non-removable) with server(s)
116, 120 and/or removable storage that is removably connect-
ableto server(s) 116, 120 via, for example, a port (e.g., a USB
port, a firewire port, etc.) or a drive (e.g., a disk drive, etc.).
Electronic storage 118, 130 may include one or more of
optically readable storage media (e.g., optical disks, etc.),
magnetically readable storage media (e.g., magnetic tape,
magnetic hard drive, floppy drive, etc.), electrical charge-
based storage media (e.g., EEPROM, RAM, etc.), solid-state
storage media (e.g., flash drive, etc.), and/or other electroni-
cally readable storage media. The electronic storage 118, 130
may include one or more virtual storage resources (e.g., cloud
storage, a virtual private network, and/or other virtual storage
resources). Electronic storage 118, 130 may store software
algorithms, information determined by processor(s) 104,
122, information received from server(s) 116, 120, informa-
tion received from user computing platform(s) 132, and/or
other information that enables server(s) 116, 120 to function
as described herein.

[0038] The computer program modules may be configured
to enable an expert or user associated with the given user
computing platform(s) 132 to interface with system 100 and/
or external resource(s) 134, and/or provide other functional-
ity attributed herein to user computing platform(s) 132.

[0039] Inthe exemplary embodiment, user computing plat-
form(s) 132 may be any computing devices comprising pro-
cessors and software modules capable of executing the pro-
cesses and tasks described herein. Non-limiting examples of
user computing platform(s) 132 may include a desktop com-
puter, a laptop computer, a handheld computer, a tablet com-
puting platform, a netbook, a smartphone, a gaming console,
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and/or other computing platforms. In other embodiments,
user computing platform(s) 132 may be a variety of electronic
computing devices.

[0040] Each of the user computing platform(s) 132 may
have distinct operating systems, or platforms. The user com-
puting platform(s) 132 may be executing the same platform or
the user computing platform(s) 132 may be executing differ-
ent platforms. The user computing platform(s) 132 may be
capable of executing multiple platforms. In some embodi-
ments, user computing platform(s) 132 may be used by a
software developer, user and/or other system administrator to
control the server 102, over a network 136. In other embodi-
ments, user computing platform(s) 132 may be targeted to
receive test modules to execute.

[0041] A usermay interact with a user interface that resides
directly on the server(s) 116, 120 for system administration
and control. In other embodiments, user computing platform
(s) 132 may be used to remotely conduct system administra-
tion. A given user computing platform(s) 132 may include
one or more processor(s) 104, 122 configured to execute
computer program modules.

[0042] The external resource(s) 134 may include sources of
information, hosts and/or providers of environments outside
of system 100, external entities participating with system
100, and/or other resources. In some implementations, some
or all of the functionality attributed herein to external
resource(s) 134 may be provided by resources included in
system 100.

[0043] The network 136 may comprise any common com-
munication architecture that facilitates communication
between computing devices, which in this embodiment the
computing devices would be the server(s) 116, 120 and the
user computing platform(s) 132. One having ordinary skill in
the art would appreciate that the network 136 may be the
Internet, a private intranet, or some hybrid of the two.

[0044] FIG. 2 illustrates a flow chart 200 showing steps for
a method for implementing a geo-location based community
of interest, according to an exemplary embodiment.

[0045] The method for implementing a geo-location based
community of interest, may be accomplished with one or
more additional steps not described, and/or without one or
more of the steps discussed. Additionally, the order in which
the steps of the method for implementing a geo-location
based community of interest, are illustrated in FIG. 2 and
described below is not intended to be limiting.

[0046] In some embodiments, method 200 may be imple-
mented in one or more processing devices (e.g., a digital
processor, an analog processor, a digital circuit designed to
process information, an analog circuit designed to process
information, a state machine, and/or other mechanisms for
electronically processing information). The one or more pro-
cessing devices may include one or more devices executing
some or all of the steps of method 200 in response to instruc-
tions stored electronically on an electronic storage medium.
The one or more processing devices may include one or more
devices configured through hardware, firmware, and/or soft-
ware to be specifically designed for execution of one or more
of the steps of method 200.

[0047] At step 202, the geo-location may be defined. The
host server may define a geo-location surrounding a source
device internet protocol (IP) address. The source device may
be a plurality of devices and/or a single device associated with
the 1P address. The plurality of devices may comprise: a
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computer, a smartphone, a tablet, a web-cam, a printer, a
home appliance, a television, and/or a thermostat.

[0048] The defined geo-location may be a boundary within
a city limit. In other implementations, the defined geo-loca-
tion is a pre-selected radius surrounding the source device IP
address. In yet other implementations, the defined geo-loca-
tion is a boundary within a zip code. Step 202 may be per-
formed by a geo-location module the same as or similar to
geo-location module 106 (shown in FIG. 1 and described
above).

[0049] At step 204, the source IP address may be received.
The host server may receive from the source device IP
address, a request to send information to a destination device
IP address. Step 204 may be performed by a request module
the same as or similar to request module 124 (shown in FIG.
1 and described above).

[0050] Atstep 206, the location of the destination device IP
address may be determined. The host server may determine
the location of the destination device IP address. Step 206
may be performed by an analytics module the same or similar
to analytics module 108 (shown in FIG. 1 and described
above).

[0051] At step 208, the request to send information may be
permitted. When the location of the destination device IP
address is within the geo-location surrounding the source
device IP address, the host server may permit the request to
send information. Step 208 may be performed by decision
module the same or similar to decision module 110 and/or
access module 112 (shown in FIG. 1 and described above).

[0052] Atstep 210, a second action may be executed. When
the location of the destination device IP address is outside the
pre-defined geo-location surrounding the source device IP
address, a second action and/or analysis may be executed.
The second action and/or may be denying the request to send
information. In other implementations, the second action and/
or analysis may determine if the destination device is a pre-
selected device. When the destination device is a preselected
device, sending a request to a host server. The request may be
to resolve a destination IP address outside a pre-defined geo-
location surrounding a source device IP address. Step 210
may be performed by decision module the same or similar to
decision module 110, access module 112, and/or deny mod-
ule 114 (shown in FIG. 1 and described above).

[0053] FIG. 3 illustrates a flow chart 300 showing steps for
a method of implementing a geo-location based community
of interest, according to an exemplary embodiment. In some
embodiments, the method for implementing a geo-location
based community of interest, may be accomplished with one
or more additional steps not described, and/or without one or
more of the steps discussed. Additionally, the order in which
the steps of the method for implementing a geo-location
based community of interest, are illustrated in FIG. 3 and
described below is not intended to be limiting.

[0054] In some embodiments, method 300 may be imple-
mented in one or more processing devices (e.g., a digital
processor, an analog processor, a digital circuit designed to
process information, an analog circuit designed to process
information, a state machine, and/or other mechanisms for
electronically processing information). The one or more pro-
cessing devices may include one or more devices executing
some or all of the steps of method 300 in response to instruc-
tions stored electronically on an electronic storage medium.
The one or more processing devices may include one or more
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devices configured through hardware, firmware, and/or soft-
ware to be specifically designed for execution of one or more
of the steps of method 300.

[0055] At step 302, selection of a first device, second
device, and/or a plurality of devices may be received. The user
interface on the user computing platform(s) 132 which is
connected to a router, may receive selection of a first device
which contains a unique IP address. The user interface may
receive selection of a first device, second device, and/or a
plurality of devices. Step 302 may be performed by a geo-
location module the same as or similar to geo-location mod-
ule 106 (shown in FIG. 1 and described above).

[0056] At step 304, the geo-location type selection of the
first device, second device, and/or a plurality of devices may
be received. The user interface on the user computing plat-
form(s) 132 which is connected to a router may receive selec-
tion of a type of first geo-location associated with the first
device, a type of second geo-location associated with a sec-
ond device and/or a particular geo-location associated with a
plurality of devices.

[0057] The geo-location type may be a boundary within a
city limit. The geo-location type may be a radius surrounding
the first device IP address. The first device may be a plurality
of devices associated with the IP address. In yet other imple-
mentations, the geo-location type is a boundary within a zip
code.

[0058] The first device may comprise at least one of: a
computer, a smartphone, a tablet, a web-cam, a printer, a
home appliance, a television, and/or a thermostat. In other
implementations, the second device comprises at least one of:
a computer, a smartphone, a tablet, a web-cam, a printer, a
home appliance, a television, and a thermostat. Step 304 may
be performed by a geo-location module the same as or similar
to geo-location module 106 (shown in FIG. 1 and described
above).

[0059] At step 306, the geo-location range selection of the
first device, second device, and/or a plurality of devices may
be received. The user interface on the user computing plat-
form(s) 132 which is connected to a router may receive selec-
tion of the range of the geo-location associated with the first
device, second device, and/or a plurality of devices. Step 306
may be performed by a geo-location module the same as or
similar to geo-location module 106 (shown in FIG. 1 and
described above).

[0060] Atstep 308, the geo-location may be associated with
the first device, second device, and/or a plurality of devices.
The router may associate the first device, second device,
and/or a plurality of devices with the geo-location and the
range of the geo-location. Step 308 may be performed by a
geo-location module the same as or similar to geo-location
module 106 (shown in FIG. 1 and described above).

[0061] At step 310, the access to the first device, second
device, and/or a plurality of devices from an outside device in
the geo-location may be permitted. The router may permit
access to the first device, second device, and/or a plurality of
devices from an outside device within the first, second, and/or
pre-defined geo-location and the first, second, and/or pre-
defined range of the geo-location. Step 310 may be performed
by a decision module the same as or similar to decision
module 110 and access module 112 (shown in FIG. 1 and
described above).

[0062] FIG. 4 illustrates a flow chart 400 showing steps for
a method of implementing a geo-location based community
of interest, according to an exemplary embodiment. In some
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embodiments, the method for implementing a geo-location
based community of interest, may be accomplished with one
or more additional steps not described, and/or without one or
more of the steps discussed. Additionally, the order in which
the steps of the method for implementing a geo-location
based community of interest, are illustrated in FIG. 4 and
described below is not intended to be limiting.

[0063] Method 400 may be implemented in one or more
processing devices (e.g., a digital processor, an analog pro-
cessor, a digital circuit designed to process information, an
analog circuit designed to process information, a state
machine, and/or other mechanisms for electronically pro-
cessing information). The one or more processing devices
may include one or more devices executing some or all of'the
steps of method in response to instructions stored electroni-
cally on an electronic storage medium. The one or more
processing devices may include one or more devices config-
ured through hardware, firmware, and/or software to be spe-
cifically designed for execution of one or more of the steps of
method 400.

[0064] At step 402, a plurality of IP addresses in a database
may be stored. The host server may store a plurality of IP
addresses in a host database. The plurality of IP addresses in
the host database may be stored by user input and/or are
automatically stored electronically. In some implementa-
tions, the host database may be stored in electronic storage
118 and/or any other storage. Step 402 may be performed by
a geo-location module the same as or similar to geo-location
module 106 (shown in FIG. 1 and described above).

[0065] At step 404, a request to resolve a destination IP
address outside the pre-defined geo-location may be received.
The host server may receive a request to resolve a destination
device IP address outside a geo-location surrounding a source
device IP address. The geo-location may be a boundary
within a city limit. In other implementations, the geo-location
is a radius surrounding the source device IP address. The
source device may be a plurality of devices comprising a first
device and a second device, the first device and the second
device being different device types. The device types com-
prise at least one of: a computer, a smartphone, a tablet, a
web-cam, a printer, a home appliance, a television, and/or a
thermostat. In yet other implementations, the geo-location is
aboundary within a zip code. Step 404 may be performed by
may be performed by a request module the same as or similar
to request module 124 (shown in FIG. 1 and described above).
[0066] At step 406, the destination device IP address may
be compared with the plurality of IP addresses in the data-
base. The host server may compare the destination device IP
with the plurality of IP addresses. Step 406 may be performed
by an analytics module the same as or similar to analytics
module 108 (shown in FIG. 1 and described above).

[0067] At step 408, a determination that the destination
device IP addresses matches one of the plurality of IP
addresses may be made. The host server may send the desti-
nation device IP address to the router to permit the router to
send the destination device IP address packets of information
when the destination device IP address matches one of the
plurality of IP addresses stored in the host database. Step 408
may be performed by an access module the same or similar to
access module 112 and decision module 110 (shown in FIG.
1 and described above).

[0068] At step 410, a determination that the destination
device IP address does not match one of the plurality of IP
addresses may be made. The host server may block the des-



US 2016/0182655 Al

tination device IP address from the router when the destina-
tion device IP address does not match one of the plurality of
IP addresses stored in the host database. Blocking may not
permit the router to send the destination device IP address
packets of information to the source device. Step 410 may be
performed by a deny module the same or similar to deny
module 114 and decision module 110 (shown in FIG. 1 and
described above).

[0069] Although the present technology has been described
in detail for the purpose of illustration based on what is
currently considered to be the most practical and preferred
implementations, it is to be understood that such detail is
solely for that purpose and that the technology is not limited
to the disclosed implementations, but, on the contrary, is
intended to cover modifications and equivalent arrangements
that are within the spirit and scope of the appended claims.
For example, itis to be understood that the present technology
contemplates that, to the extent possible, one or more features
of any implementation can be combined with one or more
features of any other implementation.

[0070] FIG. 5 illustrates a diagram of a system architecture
500 for implementing a geo-location based community of
interest, according to an exemplary embodiment. In some
embodiments, the method and/or system for implementing a
geo-location based community of interest, may be accom-
plished with one or more additional steps not described, and/
or without one or more of the steps discussed. Additionally,
the order in which the system elements for implementing a
geo-location based community of interest as illustrated in
FIG. 5 and described below is not intended to be limiting.
[0071] In most cases, the information [data packets]
sourced from devices 504A, 5048, 504C, 504D, 504E are
consumed within a local proximity area 502. These zones
could potentially be for example inside a building, a campus
or a geographical area. Thus, information provided by loT
devices can be limited within a zone of interest (or geo-
location Based community of interest (COI)).

[0072] The system provides an opportunity to contain and
limit the access to the data provided by these devices. The
system may provide an end-to-end solution. For example, the
system may contain a software component that resides in
home routers. The system may host a backend that acts as a
DNS to routers and IoT devices.

[0073] The system may provide the capability to configure
network connect devices (NCD) 506 (e.g. routers, network
hubs, or smart devices acting as a network) to identify the
location of the source and destination IP addresses. The sys-
tem would then drop any packets that are destined to an IP
address outside of its predefined radius. The consumer of this
product would select the local IPs of the devices 504 A, 504B,
504C, 504D, 504E that this geo-location based COI feature
applies to.

[0074] The system may configure the NCD 506 with the set
of IPs that this feature will apply to, and calculate the location
of the configured NCD 506. On any Sent/Received packets,
the system may determine the geo-location position of the
remote [P-address on the wide-are network (WAN) 508. The
system may calculate the distance between two points on the
earth given their latitudes and longitudes. If the distance is
greater than the predefined range, the system may deny the
packet. If the distance is within the predefined range, the
system may allow the packet to reach its destination.

[0075] This may be utilized for example when an appliance
(e.g. HVAC system 504B) requires maintenance. The appli-
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ance 504B sends maintenance packet to the Service Company
website within the specified zone 508. The local router 506
may determine that this device is within the zone. The router
506 may allows communication to the destination IP.

[0076] FIG. 6 illustrates a diagram of a system architecture
600 for implementing a geo-location based community of
interest, according to an exemplary embodiment. In some
embodiments, the method and/or system for implementing a
geo-location based community of interest, may be accom-
plished with one or more additional steps not described, and/
or without one or more of the steps discussed. Additionally,
the order in which the system elements for implementing a
geo-location based community of interest as illustrated in
FIG. 6 and described below is not intended to be limiting.
[0077] The authentication system may interact as an
authentication server to initiate communication between
devices 604A, 6048, 604C, 604D, 604F inside a geo-location
Col 602 and remote device 608A (e.g. personal smart
devices) or remote service providers 608B (e.g. HVAC ser-
vice company).

[0078] For example, when an appliance (e.g. Refrigerator)
604C requires maintenance, the appliance 604C sends main-
tenance packet to the Service Company website. The local
router 606 may determines that this device 608B is one of the
preselected devices and destination is outside its geographi-
cal area. The router 606 communicates to host server 616 to
resolve Destination URL. The host server 610 acts as a
domain name-server and returns the Service Company IP.
The router 606 may then allow the packets to the destination
IP to be delivered for a period of time. The period of time may
be pre-determined by the host server, may be selected by the
operator, and/or may be set by a user.

[0079] FIG. 7 illustrates a diagram of a system architecture
700 for implementing a geo-location based community of
interest, according to an exemplary embodiment. In some
embodiments, the method and/or system for implementing a
geo-location based community of interest, may be accom-
plished with one or more additional steps not described, and/
or without one or more of the steps discussed. Additionally,
the order in which the system elements for implementing a
geo-location based community of interest as illustrated in
FIG. 7 and described below is not intended to be limiting.
[0080] For example, an endpoint 708 A wants to access at
least one of the protected devices 704 A, 704B, 704C, 704D,
704E. The local router 706 may determine that this device
708A is one of the preselected devices and source IP is out-
side its geographical area 702. The router 706 may commu-
nicate to the host server 716 to resolve Destination URL. The
host server 716 may act as a domain name-server and sends a
failed-verification status back to the local router 706. The
router 706 may drop packets sourced by the unknown IP
address.

[0081] FIG. 8illustrates a user interface 800 for implement-
ing a geo-location based community of interest, according to
an exemplary embodiment. In some embodiments, the
method and/or system for implementing a geo-location based
community of interest, may be accomplished with one or
more additional steps not described, and/or without one or
more of the steps discussed. Additionally, the order in which
the system elements for implementing a geo-location based
community of interest as illustrated in FIG. 8 and described
below is not intended to be limiting.

[0082] User interface 800 is an example of graphical user
interface (GUI) of the software provided on the user comput-
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ing platform(s) 132. The user may select an item (e.g., home
appliance such as the refrigerator) and set up a geo-location
radius for the router. The GUI may allow the user to allowing
only incoming traffic and/or outgoing traffic (e.g., allow the
service company to send information to the refrigerator and/
or allow the service company to receive information from the
refrigerator). The GUI may allow the user to add devices to
zones and limit them to options based on the radius.

[0083] Although the present technology has been described
in detail for the purpose of illustration based on what is
currently considered to be the most practical and preferred
implementations, it is to be understood that such detail is
solely for that purpose and that the technology is not limited
to the disclosed implementations, but, on the contrary, is
intended to cover modifications and equivalent arrangements
that are within the spirit and scope of the appended claims.
For example, itis to be understood that the present technology
contemplates that, to the extent possible, one or more features
of any implementation can be combined with one or more
features of any other implementation.

[0084] Although certain illustrative, non-limiting exem-
plary embodiments have been presented, various changes,
substitutions, permutations, and alterations can be made
without departing from the scope of the appended claims.
Further, the steps of the methods described herein may be
carried out in any suitable order, or simultaneously where
appropriate. Thus, the scope of the invention should not nec-
essarily be limited by this description. The scope of the
present invention is instead defined by the following claims.
[0085] Unless specifically stated otherwise as apparent
from the following discussion, it is appreciated that through-
out the description, discussions utilizing terms such as “pro-
cessing,” “computing,” “transmitting,” “receiving,” “deter-
mining,”  “displaying,”  “identifying,”  “presenting.”
“establishing,” or the like, can refer to the action and pro-
cesses of a data processing system, or similar electronic
device, that manipulates and transforms data represented as
physical (electronic) quantities within the system’s registers
and memories into other data similarly represented as physi-
cal quantities within the system’s memories or registers or
other such information storage, transmission or display
devices. The system or portions thereof may be installed onan
electronic device.

[0086] The exemplary embodiments can relate to an appa-
ratus for performing one or more of the functions described
herein. This apparatus may be specially constructed for the
required purposes and/or be selectively activated or reconfig-
ured by computer executable instructions stored in non-tran-
sitory computer memory medium.

[0087] Itisto beappreciated that the various components of
the technology can be located at distant portions of a distrib-
uted network and/or the Internet, or within a dedicated
secured, unsecured, addressed/encoded and/or encrypted
system. Thus, it should be appreciated that the components of
the system can be combined into one or more devices or
co-located on a particular node of a distributed network, such
as a telecommunications network. As will be appreciated
from the description, and for reasons of computational effi-
ciency, the components of the system can be arranged at any
location within a distributed network without affecting the
operation of the system. Moreover, the components could be
embedded in a dedicated machine.

[0088] Furthermore, it should be appreciated that the vari-
ous links connecting the elements can be wired or wireless
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links, or any combination thereof, or any other known or later
developed element(s) that is capable of supplying and/or
communicating data to and from the connected elements. The
term “module” as used herein can refer to any known or later
developed hardware, software, firmware, or combination
thereof that is capable of performing the functions associated
with that element.
[0089] All references, including publications, patent appli-
cations, and patents, cited herein are hereby incorporated by
reference to the same extent as if each reference were indi-
vidually and specifically indicated to be incorporated by ref-
erence and were set forth in its entirety herein.
[0090] The use of the terms “a” and “an” and “the” and
similar referents in the context of describing the invention
(especially in the context of the following claims) are to be
construed to cover both the singular and the plural, unless
otherwise indicated herein or clearly contradicted by context.
The terms “comprising,” “having,” “including,” and “con-
taining” are to be construed as open-ended terms (i.e., mean-
ing “including, but not limited to,”) unless otherwise noted.
Recitation of ranges of values herein are merely intended to
serve as a shorthand method of referring individually to each
separate value falling within the range, unless otherwise indi-
cated herein, and each separate value is incorporated into the
specification as if it were individually recited herein. All
methods described herein can be performed in any suitable
order unless otherwise indicated herein or otherwise clearly
contradicted by context. The use of any and all examples, or
exemplary language (e.g., “such as™) provided herein, is
intended merely to better illuminate the invention and does
not pose a limitation on the scope of the invention unless
otherwise claimed. No language in the specification should be
construed as indicating any non-claimed element as essential
to the practice of the invention.
[0091] Presently preferred embodiments of this invention
are described herein, including the best mode known to the
inventors for carrying out the invention. Variations of those
preferred embodiments may become apparent to those of
ordinary skill in the art upon reading the foregoing descrip-
tion. The inventors expect skilled artisans to employ such
variations as appropriate, and the inventors intend for the
invention to be practiced otherwise than as specifically
described herein. Accordingly, this invention includes all
modifications and equivalents of the subject matter recited in
the claims appended hereto as permitted by applicable law.
Moreover, any combination of the above-described elements
in all possible variations thereofis encompassed by the inven-
tion unless otherwise indicated herein or otherwise clearly
contradicted by context.
What is claimed is:
1. A computer implemented method comprising:
defining, at a host server, a geo-location of a source device
internet protocol (IP) address;
receiving, at the host server from the source device IP
address, a request to send information to a destination
device IP address;
determining, by the host server, a location of the destina-
tion device IP address;
when the location of the destination device IP address is
within the geo-location of the source device IP
address, transmitting, by the host server, the informa-
tion to the destination device IP address; and
when the location of the destination device IP address is
outside the defined geo-location of the source device
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1P address, executing, by the host server, an analysis
of the destination device IP address.

2. The method of claim 1, wherein the analysis of the
destination device IP address further comprises denying the
request to send information.

3. The method of claim 1, wherein the analysis of the
destination device IP address further comprises determining
if the destination device is a preselected device.

4. The method of claim 3, wherein when the destination
device is a preselected device, receiving, by the host server, a
request to send packets of information to a destination IP
address outside a pre-defined geo-location surrounding a
source device IP address.

5. The method of claim 1, wherein the defined geo-location
is a boundary within a city limit.

6. The method of claim 1, wherein the defined geo-location
is a radius surrounding the location of the source device IP
address.

7. The method of claim 1, wherein the defined geo-location
is a boundary within a zip code.

8. The method of claim 1, wherein the source device is a
plurality of devices associated with the IP address.

9. The method of claim 1, wherein the source device is
selected from the group consisting of a computer, a smart-
phone, a tablet, a web-cam, a printer, a home appliance, a
television, and a thermostat.

10. A host server comprising:

a processor configured to:

define a geo-location of a source device internet protocol
(IP) address;

receive from the source device IP address a request to
send information to a destination device IP address;
and
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determine the location of the destination device IP

address;

when the location of the destination device IP address
is within the geo-location surrounding the source
device IP address, transmit the information; and

when the location of the destination device IP address
is outside the pre-defined geo-location of the
source device [P address, execute an analysis of the
destination device IP address

11. The system of claim 10, wherein the analysis of the
destination device IP address further comprises denying the
request to send information.

12. The system of claim 10, wherein the analysis of the
destination device IP address further comprises is determin-
ing if the destination device is a preselected device.

13. The system of claim 12, wherein when the destination
device is a preselected device, receive by the host server, a
request to send packets of information to a destination IP
address outside a pre-defined geo-location surrounding a
source device IP address.

14. The system of claim 10, wherein the defined geo-
location is a boundary within a city limit.

15. The system of claim 10, wherein the defined geo-
location is a radius surrounding the location of the source
device IP address.

16. The system of claim 10, wherein the defined geo-
location is a boundary within a zip code.

17. The system of claim 10, wherein the source device is a
plurality of devices associated with the IP address.

18. The system of claim 10, wherein the source device is
selected from the group consisting of a computer, a smart-
phone, a tablet, a web-cam, a printer, a home appliance, a
television, and a thermostat.
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